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1. SCOPE AND PURPOSE 

 
This document contains Certification and Accreditation (C&A) documentation for the SC Lattice 
Quantum Chromodynamics Computing Project Extension (LQCD-ext).  Specifically, this 
document contains copies of the cover pages, with signatures, for Computer Security Authority 
to Operate (ATO) documents issued by the U.S. Department of Energy (DOE) to the three sites 
that will host LQCD-ext computing facilities.  These include Brookhaven National Laboratory, 
Fermi National Accelerator Laboratory, and Thomas Jefferson National Accelerator Facility.  
 
Complete sets of ATO documentation are maintained at the three operating sites and are 
available upon request.   

2. PLAN OF ACTION AND MILESTONES 

 
In addition to maintaining current ATO documentation, each operating site maintains Plan of 
Action and Milestones (POAM) spreadsheets provided by the Office of Science.  These POAMs 
are used to collect and track individual findings from various audits, with milestones.  On a 
quarterly basis, the POAM sheets are updated and provided along with the FISMA reports to the 
Office of Science.  POAM management is handled by the cyber security staff at each of the three 
sites. 

3. DOE AUTHORITY TO OPERATE DOCUMENTS 

 
The following sections contain copies of current C&A documentation for the three host 
laboratories. 
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APPENDIX A: Acronyms 

 
ATO Authority to Operate 
C&A Certification and Accreditation 
LQCD Lattice Quantum Chromodynamics 
POAM Plan of Action and Milestones 
 


